Read Book Business Data Networks And Security 9th Edition

Business Data Networks And Security 9th Edition
Covers the latest standards and those being developed in an ever-evolving field Provides insight into the latest technology of video and data over wireless networks and how
convergence will be a driving force in this industry Provides an understanding of the true capabilities behind each vendor's solution to allow for informed buying decisions A
recent survey of 500 U.S. companies with multiple locations found that 81% are planning to implement IP Telephony on their local area networks (LANs) in 2003, and two-thirds
are looking at convergence for their wide area networks (WANs) as well. This includes voice, video and data over hard line and wireless networks. Today, new standards and
technologies are being developed to support convergence and voice over IP (VoIP) and Video over IP and wireless. Because convergence covers the voice and data world, it will
be critical to understand all of these environments. Voice, Video, and Data Network Convergence provides detailed information on convergence network models, protocol stacks,
routing algorithms, gateways and switches required to support these networks. Covers the latest standards and those being developed in an ever-evolving field Provides insight
into the latest technology of video and data over wireless networks and how convergence will be a driving force in this industry Provides an understanding of the true capabilities
behind each vendor's solution to allow for informed buying decisions
The need for information security management has never been greater. With constantly changing technology, external intrusions, and internal thefts of data, information security
officers face threats at every turn. The Information Security Management Handbook on CD-ROM, 2006 Edition is now available. Containing the complete contents of the
Information Security Management Handbook, this is a resource that is portable, linked and searchable by keyword. In addition to an electronic version of the most comprehensive
resource for information security management, this CD-ROM contains an extra volume's worth of information that is not found anywhere else, including chapters from other
security and networking books that have never appeared in the print editions. Exportable text and hard copies are available at the click of a mouse. The Handbook's numerous
authors present the ten domains of the Information Security Common Body of Knowledge (CBK) ®. The CD-ROM serves as an everyday reference for information security
practitioners and an important tool for any one preparing for the Certified Information System Security Professional (CISSP) ® examination. New content to this Edition:
Sensitive/Critical Data Access Controls Role-Based Access Control Smartcards A Guide to Evaluating Tokens Identity Management-Benefits and Challenges An Examination of
Firewall Architectures The Five "W's" and Designing a Secure Identity Based Self-Defending Network Maintaining Network Security-Availability via Intelligent Agents PBX
Firewalls: Closing the Back Door Voice over WLAN Spam Wars: How to Deal with Junk E-Mail Auditing the Telephony System: Defenses against Communications Security
Breaches and Toll Fraud The "Controls" Matrix Information Security Governance
For Business Data Communications, Data Communications, and introductory Networking for Business courses. T he content is also appropriate for the Introduction to Networking
course in a MBA program. Business Data Communications: Infrastructure, Networking and Security covers the fundamentals of data communications, networking, distributed
applications, and network management and security. These concepts are presented in a way that relates specifically to the business environment and the concerns of business
management and staff. While making liberal use of real-world case studies and charts and graphs to provide a business perspective, the book also provides the student with a
solid grasp of the technical foundation of business data communications. The diverse set of projects and student exercises enables the instructor to use the book as a component
in a rich and varied learning experience and to tailor a course plan to meet the specific needs of the instructor and students. The Seventh edition features a new co-author, Dr.
Thomas L. Case, Professor and Chair of the Department of Information Systems at Georgia Southern University. New coverage of security-related issues is included in relevant
places throughout the book to meet the needs of the IT/IS schools using this book and the growing emphasis on network security. Additionally, the Seventh edition now aligns
with the ACM/AIS IS 2010 curriculum model.
Understand the total cost of ownership and return on investment for network security solutions Understand what motivates hackers and how to classify threats Learn how to
recognize common vulnerabilities and common types of attacks Examine modern day security systems, devices, and mitigation techniques Integrate policies and personnel with
security equipment to effectively lessen security risks Analyze the greater implications of security breaches facing corporations and executives today Understand the governance
aspects of network security to help implement a climate of change throughout your organization Learn how to qualify your organization’s aversion to risk Quantify the hard costs
of attacks versus the cost of security technology investment to determine ROI Learn the essential elements of security policy development and how to continually assess security
needs and vulnerabilities The Business Case for Network Security: Advocacy, Governance, and ROI addresses the needs of networking professionals and business executives
who seek to assess their organization’s risks and objectively quantify both costs and cost savings related to network security technology investments. This book covers the latest
topics in network attacks and security. It includes a detailed security-minded examination of return on investment (ROI) and associated financial methodologies that yield both
objective and subjective data. The book also introduces and explores the concept of return on prevention (ROP) and discusses the greater implications currently facing
corporations, including governance and the fundamental importance of security, for senior executives and the board. Making technical issues accessible, this book presents an
overview of security technologies that uses a holistic and objective model to quantify issues such as ROI, total cost of ownership (TCO), and risk tolerance. This book explores
capital expenditures and fixed and variable costs, such as maintenance and upgrades, to determine a realistic TCO figure, which in turn is used as the foundation in calculating
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ROI. The importance of security policies addressing such issues as Internet usage, remote-access usage, and incident reporting is also discussed, acknowledging that the most
comprehensive security equipment will not protect an organization if it is poorly configured, implemented, or used. Quick reference sheets and worksheets, included in the
appendixes, provide technology reviews and allow financial modeling exercises to be performed easily. An essential IT security-investing tool written from a business
management perspective, The Business Case for Network Security: Advocacy, Governance, and ROI helps you determine the effective ROP for your business. This volume is in
the Network Business Series offered by Cisco Press®. Books in this series provide IT executives, decision makers, and networking professionals with pertinent information about
today’s most important technologies and business strategies.
The increasing business use of wireless and mobile technologies on a variety of devices has accelerated the need for a better understanding of the technologies involved.
Business Data Communications and Networking: A Research Perspective addresses the key issues for businesses utilizing data communications and the increasing importance
of networking technologies in business.Business Data Communications and Networking: A Research Perspective covers a series of technical advances in the field while
highlighting their respective contributions to business or organizational goals, and centers on the issues of network-based applications, mobility, wireless networks, and network
security.
Management Information Systemsis recognized for logical organization and clear descriptions. Focusing on the role of managers within an organization, the volume emphasizes
the development of computer-based Information Systems to support an organization's objectives and strategic plans. Focusing on the Systems Concepts, the Systems Approach
is implemented throughout the text.The volume covers essential concepts such as using information technology to engage in electronic commerce, and information resources
such as database management systems, information security, ethical implications of information technology and decision support systems with projects to challenge users at all
levels of competence.For those involved in Management Information Systems.
Do you need a one-volume lesson about business applications of the Internet and other computer-based hardware and software? This book provides comprehensive coverage of
four major areas: The Internet and Data Communications Basics, Popular Types of Networks, Design, Implementation, and Management Issues in a Network Environment, and
Data Communication and Internet Applications. The Handbook of Business Data Communications looks briefly at the major corporations working in each category. In addition to
practical examples, short case studies, and summaries of emerging issues in data communications, Professor Bidgoli discusses personal, social, organizational, and legal issues
surrounding the use of networks and business software. Easy to use, balanced, and up-to-date, the Handbook has both answers and insights into future trends in business data
communications. Key Features * An industry profile begins each chapter, providing readers with ways to learn more about the products they use * Numerous case studies of
businesses throughout the book highlight applications topics * Includes balanced presentations of current and emerging technologies as well as useful discussions of security
issues and measures * Presents thorough examinations of the Internet and intranets/extranets * Social, organizational, and legal materials provide context for data
communications information * Summaries and review questions reinforce the aims of each chapter
This report addresses issues related to delivering products and services over broadband, including the technical and business challenges of providing multimedia entertainment, video and
other services on demand, interactive television, the wireless Web, videoconferencing, telemedicine, and more. The report also considers the current and potential markets for such
applications, the business models providers that can adopt, and pricing and fee structures, while focusing on those applications and on the business models that will make them available and
profitable.
Over the past few years, many fundamental changes have occurred in data communications and networking that will shape the future for decades to come. Updated with the latest advances
in the field, Jerry FitzGerald and Alan Dennis' 10th Edition of Business Data Communications and Networking continues to provide the fundamental concepts and cutting-edge coverage
applications that students need to succeed in this fast-moving field. Authors FitzGerald and Dennis have developed a foundation and balanced presentation from which new technologies and
applications can be easily understood, evaluated, and compared.
For undergraduate and graduate courses in Business Data Communication / Networking (MIS) Clear writing style, job-ready detail, and focus on the technologies used in today’s marketplace
Business Data Networks and Security guides readers through the details of networking, while helping them train for the workplace. It starts with the basics of security and network design and
management; goes beyond the basic topology and switch operation covering topics like VLANs, link aggregation, switch purchasing considerations, and more; and covers the latest in
networking techniques, wireless networking, with an emphasis on security. With this text as a guide, readers learn the basic, introductory topics as a firm foundation; get sound training for the
marketplace; see the latest advances in wireless networking; and learn the importance and ins and outs of security. Teaching and Learning Experience This textbook will provide a better
teaching and learning experience—for you and your students. Here's how: The basic, introductory topics provide a firm foundation. Job-level content prepares students with the skills demanded
by today's employers. The latest in networking techniques and wireless networking, including a focus on security, keeps students up to date and aware of what’s going on in the field. The flow
of the text guides students through the material. MyMISLab not included. Students, if MyMISLab is a recommended/mandatory component of the course, please ask your instructor for the
correct ISBN and course ID. MyMISLab is not a self-paced technology and should only be purchased when required by an instructor. Instructors, contact your Pearson representative for more
information. MyMISLab is an online homework, tutorial, and assessment product designed to personalize learning and improve results. With a wide range of interactive, engaging, and
assignable activities, students are encouraged to actively learn and retain tough course concepts.
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This textbook reflects the latest trends in business data communications and addresses basic concepts such as local area networks, protocols, network management, and network software
without excessive detail or overly technical discussions.
???????????????????,????????????,???????????????????????????,?????????????????????.
Business Data Communications, 6/e, is ideal for use in Business Data Communications, Data Communications, and introductory Networking for Business courses. Business Data
Communications, 6/e,covers the fundamentals of data communications, networking, distributed applications, and network management and security. Stallings presents these concepts in a
way that relates specifically to the business environment and the concerns of business management and staff, structuring his text around requirements, ingredients, and applications. While
making liberal use of real-world case studies and charts and graphs to provide a business perspective, the book also provides the student with a solid grasp of the technical foundation of
business data communications. Throughout the text, references to the interactive, online animations supply a powerful tool in understanding complex protocol mechanisms. The Sixth Edition
maintains Stallings' superlative support for either a research projects or modeling projects component in the course. The diverse set of projects and student exercises enables the instructor to
use the book as a component in a rich and varied learning experience and to tailor a course plan to meet the specific needs of the instructor and students.
Readers have turned to The Complete Book of Business Plans for almost 10 years for advice and information, making it one of the bestselling business planning books of our time. Authors
Brian Hazelgren and Joseph Covello have gone back to the drawing board on this updated edition, providing readers with more than a dozen brand-new business plans. The Complete Book
of Business Plans also includes revised and updated information on how to get started, what questions to ask and how to finalize a business plan that will get you off the ground and running.
For business owners just starting out or seasoned veterans that want to bring their business to the next level, The Complete Book of Business Plans is the only reference they need to get the
funding they're looking for.
Business Data Networks and Telecommunications guides readers through the details of networking with its clear writing style, job-ready detail, and focus on the technologies that are used in
today's marketplace.
For one/two semester courses in Business Data Communications and Networking. Business Data Communications, 6th Edition, meets the need for a clearly written and understandable
overview of networking and data communications in todays businesses. Providing up-to-date and comprehensive coverage and blending technical and managerial concepts, this text helps
students understand data communications such as the Internet, e-business applications, on-line transaction processing, and other core, mission-critical applications. - NEW - Enhanced,
updated coverage: Of such topics as: Internet addressing; network management and operating systems; wireless communication; public and private key encryption; e-business and ecommerce; videoconferencing; digital encoding techniques; Fast and Gigabit Ethernet; frame relay and T-1 services; and modem level operations - Enables students to gain insight into
technologies that will make a difference in the future. - NEW - Internet emphasis: Text reorganized to begin with Internet topics before covering more traditional concepts - Engages students
by immediately capturing their interest with the network that they currently use and know. - NEW - Enhanced se
For undergraduate and graduate courses in Business Data Communication / Networking (MIS) Clear writing style, job-ready detail, and focus on the technologies used in today's marketplace
Business Data Networks and Security guides readers through the details of networking, while helping them train for the workplace. It starts with the basics of security and network design and
management; goes beyond the basic topology and switch operation covering topics like VLANs, link aggregation, switch purchasing considerations, and more; and covers the latest in
networking techniques, wireless networking, with an emphasis on security. With this text as a guide, readers learn the basic, introductory topics as a firm foundation; get sound training for the
marketplace; see the latest advances in wireless networking; and learn the importance and ins and outs of security. Teaching and Learning Experience This textbook will provide a better
teaching and learning experience-for you and your students. Here's how: *The basic, introductory topics provide a firm foundation. *Job-level content prepares students with the skills
demanded by today's employers.*The latest in networking techniques and wireless networking, including a focus on security, keeps students up to date and aware of what's going on in the
field. *The flow of the text guides students through the material. MyMISLab not included. Students, if MyMISLab is a recommended/mandatory component of the course, please ask your
instructor for the correct ISBN and course ID. MyMISLab is not a self-paced technology and should only be purchased when required by an instructor. Instructors, contact your Pearson
representative for more information. MyMISLab is an online homework, tutorial, and assessment product designed to personalize learning and improve results. With a wide range of interactive,
engaging, and assignable activities, students are encouraged to actively learn and retain tough course concepts.
Communications represent a strategic sector for privacy protection and for personal, company, national and international security. The interception, damage or lost of information during
communication can generate material and non material economic damages from both a personal and collective point of view. The purpose of this book is to give the reader information relating
to all aspects of communications security, beginning at the base ideas and building to reach the most advanced and updated concepts. The book will be of interest to integrated system
designers, telecommunication designers, system engineers, system analysts, security managers, technicians, intelligence personnel, security personnel, police, army, private investigators,
scientists, graduate and postgraduate students and anyone that needs to communicate in a secure way.
Data Networking is a capability that allows users to combine separate data bases, telecommunication systems, and specialised computer operations into a single integrated system, so that
data communication can be handled as easily as voice messages. Data communications is the problem of getting information from one place to another reliably (secure both from channel
disruptions and deliberate interference) while conforming to user requirements. IP (Internet protocol) is the central pillar of the Internet and was designed primarily for internetworking as being
a simple protocol almost any network could carry. The business world appears to increasingly revolve around data communications and the Internet and all modern data networks are based
around either the Internet or at least around IP (Internet Protocol)-based networks. However, many people still remain baffled by multiprotocol networks - how do all the protocols fit together?
How do I build a network? What sort of problems should I expect? This volume is intended not only for network designers and practitioners, who for too long have been baffled by the complex
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jargon of data networks, but also for the newcomer - eager to put the plethora of "protocols" into context. After the initial boom the rate of IP development is now beginning to stabilise, making
a standard textbook and reference book worthwhile with a longer shelf life. Highly illustrated and written in an accessible style this book is intended to provide a complete foundation textbook
and reference of modern IP-based data networking - avoiding explanation of defunct principles that litter other books. Network/IP engineers, Network operators, engineering managers and
senior undergraduate students will all find this invaluable.
A Practical Introduction to Enterprise Network and Security Management, Second Edition, provides a balanced understanding of introductory and advanced subjects in both computer
networking and cybersecurity. Although much of the focus is on technical concepts, managerial issues related to enterprise network and security planning and design are explained from a
practitioner’s perspective. Because of the critical importance of cybersecurity in today’s enterprise networks, security-related issues are explained throughout the book, and four chapters are
dedicated to fundamental knowledge. Challenging concepts are explained so readers can follow through with careful reading. This book is written for those who are self-studying or studying
information systems or computer science in a classroom setting. If used for a course, it has enough material for a semester or a quarter. FEATURES Provides both theoretical and practical
hands-on knowledge and learning experiences for computer networking and cybersecurity Offers a solid knowledge base for those preparing for certificate tests, such as CompTIA and CISSP
Takes advantage of actual cases, examples, industry products, and services so students can relate concepts and theories to practice Explains subjects in a systematic and practical manner to
facilitate understanding Includes practical exercise questions that can be individual or group assignments within or without a classroom Contains several information-rich screenshots, figures,
and tables carefully constructed to solidify concepts and enhance visual learning The text is designed for students studying information systems or computer science for the first time. As a
textbook, this book includes hands-on assignments based on the Packet Tracer program, an excellent network design and simulation tool from Cisco. Instructor materials also are provided,
including PowerPoint slides, solutions for exercise questions, and additional chapter questions from which to build tests.
Panko teaches students about the technologies that are being used in the marketplace.This text covers market-driven content such as wireless LANs, security and network management,
TCP/IP, and application layers.This text would be suitable for business professionals looking for the most recent developments in data communications and networking.
This book presents an application-centric approach to the development of smart grid communication architecture. The coverage includes in-depth reviews of such cutting-edge applications as advanced
metering infrastructure, distribution automation, demand response and synchrophasors. Features: examines a range of exciting utility applications made possible through smart grid evolution; describes the
core-edge network architecture for smart grids, introducing the concept of WANs and FANs; explains how the network design paradigm for smart grids differs from that for more established data networks,
and discusses network security in smart grids; provides an overview of communication network technologies for WANs and FANs, covering OPGW, PLC, and LTE and MPLS technology; investigates secure
data-centric data management and data analytics for smart grids; discusses the transformation of a network from conventional modes of utility operation to an integrated network based on the smart grid
architecture framework.
Vehicular traffic congestion and accidents remain universal issues in today’s world. Due to the continued growth in the use of vehicles, optimizing traffic management operations is an immense challenge. To
reduce the number of traffic accidents, improve the performance of transportation systems, enhance road safety, and protect the environment, vehicular ad-hoc networks have been introduced. Current
developments in wireless communication, computing paradigms, big data, and cloud computing enable the enhancement of these networks, equipped with wireless communication capabilities and highperformance processing tools. Cloud-Based Big Data Analytics in Vehicular Ad-Hoc Networks is a pivotal reference source that provides vital research on cloud and data analytic applications in intelligent
transportation systems. While highlighting topics such as location routing, accident detection, and data warehousing, this publication addresses future challenges in vehicular ad-hoc networks and presents
viable solutions. This book is ideally designed for researchers, computer scientists, engineers, automobile industry professionals, IT practitioners, academicians, and students seeking current research on
cloud computing models in vehicular networks.
Since 1993, the Information Security Management Handbook has served not only as an everyday reference for information security practitioners but also as an important document for conducting the intense
review necessary to prepare for the Certified Information System Security Professional (CISSP) examination. Now completely revised and updated and in its fifth edition, the handbook maps the ten domains
of the Information Security Common Body of Knowledge and provides a complete understanding of all the items in it. This is a ...must have... book, both for preparing for the CISSP exam and as a
comprehensive, up-to-date reference.
This cutting-edge exploration of data communications features 11 core chapters of essential material and 6 advanced modules—allowing readers at all levels of expertise to get up to speed and keep pace with
the latest developments in the field. Real-world case studies, hands-on exercises, and a Market Realities section give readers a feel of—and prepare them for—the broad range of situations they are likely to
encounter on the job. Core Network Concepts. Standards. Physical Layer Propagation. A Small Ethernet PC Network. Other LAN Technologies. Telephony: Internal and External. Wide Area Networks
(WANS). Internetworking. Security. Network Management and Systems Administration. Networked Applications. For Network administrators.
While wireless technologies continue to provide an array of new challenges and multi-domain applications for business processes and solutions, there still remains to be a comprehensive understanding of its
various dimensions and environments. Security, Design, and Architecture for Broadband and Wireless Network Technologies provides a discussion on the latest research achievements in wireless networks
and broadband technology. Highlighting new trends, applications, developments, and standards, this book is essential for next generation researchers and practitioners in the ICT field.
For undergraduate and graduate courses in Business Data Communication / Networking (MIS). Prepare for the modern workplace with networking and security essentials With a clear writing style and a focus
on contemporary technologies, Business Data Networks and Security guides readers through the details of networking, while effectively training them for the demands of the modern workplace. Authors
Panko and Panko start with the basics -including the Internet, security, and network design - and move on to the latest in networking techniques and wireless networking, all while emphasizing security. The
11th Edition helps readers form a firm foundation, including sound job-related training, in the context of the latest updates and advances in the field.
This revised edition with new technologies, new applications, and new examples, offers balanced coverage of the technical and managerial aspects of data communications to help understand how networks
operate and how to successfully apply them. It features a chapter on wireless LANS, an expansion of the security chapter to include more on security design and new technologies, and more coverage of
technology design material on network design including a selection of technologies and best practices for network design. · Introduction · Application Layer · Physical Layer · Data Link Layer · Network and
Transport Layers · Local Area Networks · Wireless Local Area Networks · Backbone Networks · Metropolitan and Wide Area Networks · The Internet · Network Management · Network Security · Network
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Design

Protecting Information on Local Area Networks presents the various types of networks and explains why they are being expanded at such a rapid pace. This book considers how management
can gain control of the valuable network-services information resources generally available. Organized into three parts encompassing seven chapters, this book begins with an overview of the
various networks and their operations. This text then discusses the appropriate management actions to ensure some control over the use of networks and the business information resource.
Other chapters consider the management rationale for network information security and explain the development of a company information network security policy. This book discusses as well
security or network-connected personal computers. The final chapter deals with a number of major vulnerabilities of information when communicated or processed on network-connected
personal computers. This book is a valuable resource for research scientists, technical security specialists, information systems specialists, and systems administrators.
Covers hardware, software, and networking considerations from the manager's point of view. Provides a good mix of technology and management topics, including the effects of voice mail,
wide area networks (WANs), ISDN, and international communications networks on business operations. Contains numerous management-oriented telecommunications problems. Illustrated.
Aimed at undergraduate, graduate, or MBA-level courses in business data communications, introduction to data communications, and introduction to networking, this book has 11 core
chapters that form a complete introduction to networking.
For more than 20 years, Network World has been the premier provider of information, intelligence and insight for network and IT executives responsible for the digital nervous systems of large
organizations. Readers are responsible for designing, implementing and managing the voice, data and video systems their companies use to support everything from business critical
applications to employee collaboration and electronic commerce.
Business Data Communications and Networking, 14th Edition presents a classroom-tested approach to the subject, combining foundational concepts, practical exercises, and real-world case
studies. The text provides a balanced, well-rounded presentation of data communications while highlighting its importance to nearly every aspect of modern business. This fully-updated new
edition helps students understand how networks work and what is required to build and manage scalable, mobile, and secure networks. Clear, student-friendly chapters introduce, explain, and
summarize fundamental concepts and applications such as server architecture, network and transport layers, network design processes and tools, wired and wireless networking, and network
security and management. An array of pedagogical features teaches students how to select the appropriate technologies necessary to build and manage networks that meet organizational
needs, maximize competitive advantage, and protect networks and data from cybersecurity threats. Discussions of real-world management and technical issues, from improving device
performance to assessing and controlling costs, provide students with insight into the daily networking operations of actual businesses.
The classic and authoritative reference in the field of computer security, now completely updated and revised With the continued presence of large-scale computers; the proliferation of
desktop, laptop, and handheld computers; and the vast international networks that interconnect them, the nature and extent of threats to computer security have grown enormously. Now in its
fifth edition, Computer Security Handbook continues to provide authoritative guidance to identify and to eliminate these threats where possible, as well as to lessen any losses attributable to
them. With seventy-seven chapters contributed by a panel of renowned industry professionals, the new edition has increased coverage in both breadth and depth of all ten domains of the
Common Body of Knowledge defined by the International Information Systems Security Certification Consortium (ISC). Of the seventy-seven chapters in the fifth edition, twenty-five chapters
are completely new, including: 1. Hardware Elements of Security 2. Fundamentals of Cryptography and Steganography 3. Mathematical models of information security 4. Insider threats 5.
Social engineering and low-tech attacks 6. Spam, phishing, and Trojans: attacks meant to fool 7. Biometric authentication 8. VPNs and secure remote access 9. Securing Peer2Peer, IM, SMS,
and collaboration tools 10. U.S. legal and regulatory security issues, such as GLBA and SOX Whether you are in charge of many computers or just one important one, there are immediate
steps you can take to safeguard your computer system and its contents. Computer Security Handbook, Fifth Edition equips you to protect the information and networks that are vital to your
organization.
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